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Housekeeping Tips

< @ ¥

« Today's Webinar is scheduled for 1 hour

« The session will include a webcast and then your questions will be answered live at the end of the
presentation

 All dial-in participants will be muted to enable the speakers to present without interruption

« Questions can be submitted to “All Panelists” via the Q&A option and we will respond at the end of the
presentation

« The webinar is being recorded and will be available on our Success Portal - where you can download the
slide deck for the presentation. The link to the recording will be emailed as well.

« Please take time to complete the post-webinar survey and provide your feedback and suggestions for
upcoming topics.
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https://success.informatica.com/explore/tt-webinars.html
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More Information
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Success Portal Communities & Support

https://success.informatica.com https://network.informatica.com
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Documentation

https://docs.informatica.com

University

https://www.informatica.com/in/s
ervices-and-training/informatica-
university.html



Safe Harbor

Disclaimer: The information being provided herein is for informational purposes
only. The development, release and timing of any Informatica product, service
or functionality described herein remain at the sole discretion of Informatica
and should not be relied upon in making a purchasing decision. Statements
made herein are based on information currently available, which is subject to
change. Such statements should not be relied upon as a representation,
warranty or commitment to deliver specific products, services or functionality

in the future.
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Why is data access management important and what does it mean?

Data access management platforms (DAMs) streamline these processes, providing essential components for effective data
governance, security and privacy without overwhelming administrators with countless rules and access provisions.

These platforms integrate various functions including identifying data, setting rules for its use, and enforcing those rules
across different data storage systems.

This includes masking data both at rest and on read via encryption, tokenization, and other more advanced techniques and
can be implemented through different methods like connectors, agents, proxies, and APIs.

of data leaders say of data leaders say data of data leaders are
privacy concerns limit protection reduces the looking to simplify
their ability to use data value of their data. processes for achieving

effectively. regulatory compliance.
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Informatica's Cloud Data Access Management

Ensure the right people have access to the right data at the right time
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Data Access Management

A single platform for documenting policies in one place, and enacting and enforcing data protection and
access controls across the enterprise
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Informatica Intelligent Data Management Cloud (IDMC)
@ Data Integration ~

IDMC Platform
Data integration developer \

creates mappings that \

infuse data protections '\ Usage types BN LR

Data classifications
Metadata Command A
Cautes Metadata access
Data catalog scan

‘g Data Marketplace —

‘F Data is natively
A= restricted for the user

. amazon
REDSHIFT

& databricks

Data is natively
restricted for the user

T 5 Glossary terms
ata vernance an :
ﬁ Catalog Classify assets

Users, user groups
User roles

Data connections



Informatica Intelligent Data Management Cloud (IDMC)

Data Integration

Data integration developer
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Concepts

Two core pillars for data security

Policy Management

On top of data classification

Define access rules based on data
sensitivity levels.

Centralized governance for global data
sets.

Automated discovery and labeling of
sensitive assets.

Policy Enforcement

OnLoad & OnRead

Real-time masking and encryption
during data movement.

Dynamic access control at the point of
consumption.

Native restriction for unauthorized
users.




Data Access Management in Action: HR Data Scenario

gﬁ HR Manager (Gina) - Full Access

(6] («]

E12345 Sarah Jones  Sales $120,000 999-00-1111
E12345 Sarah Jones Sales $120,000 999-00-1111

ET12345 Hareh Regos Sales $120,000 999-00-1111

E12345 Jonenrewson  Sales $120,000 999-00-1111

E12347 Sarah Rones  Pntkrara $120,000 999-00-1111

Policy allows full view of sensitive employee
records for authorized HR tasks

C®‘@ Data Analyst (Rob) - Restricted Access

Employee ID m Department' Salary m

E12345 Sarah Jones  Sales REDACTED

E12345 Sarah Jones Sales Ak, Ak

E12345 Harah Reps Sales REDACTED

E12345 Joneh-rewson Sales

E12347 Sarah Rones  Pntkrara

Policy automatically masks sensitive PIl and
financial data, enabling analysis without exposure.

Single policy defines access, natively enforced across the platform for different roles
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Summary of Policy Enforcement Points

DAM Native
Policy Translation

Policy Pushdown
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Policy Enforcement on Load

- Privacy by Design o
- Protection at ingestion into analytic storage =
. Integration into IDMC ETL pipelines =

. Create specific data marts

Control Plane
IDMC CDGC
Policies

Sensitive Safe
Secure Agent

Storage (On Load) Storage

CDI
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CDAM for Cloud Modernization & Migration

Implement rigorous security and privacy postures between data source and cloud

* o HR Mailing @ valid

anced.. [’} m (= BB : X
@ Q

Cloud Data Integration (CDI) moves data | :

] ) Design [ Ll W X
between stores, including from on- g !
premises to the cloud. 8 e o

Use CDAM to land de-identified data in s
the cloud, protecting sensitive data in
structured data sets. b A

Row Run Preview. 4
employee_id first.name last_name phone_number  hire_date job.id manager._id department_id streetaddress  city
8286 Steven King 7486071749 01/01/2004 00:.. AD_PRES 10 k. Binghamton
. . o . 14390 Tayler Funk 683-471-2353 01/01/2007 00:.. AD_PRES 20 kkok Buffalo
S u p p 0 rt key I n It I at I veS : 7454 Colette Kumar 565-365-4933  01/01/2007 00... AD_VP 30 ek Canandaigua
. . . . . 27073 Nadia Beckman 554-866-5873 01/01/2007 00:.. AD_ASST 40 kkok Cohoes
® D I g Ita | t ra n Sfo rm at I O n a n d m O d e r n I Zat | O n 53403 Denver Spencer 4554744211 01/01/200700:.. FLMGR 50 i Corning

99089 Darlene Fitzsimmons 296-129-7391 01/01/2007 00:... FI_ACCOUNT 60 sl Cortland

¢ I\/l i g rat i O n tO t h e C I O U d 84680 Demarco Fair 094-674-4386 01/01/2007 00:.. AC_MGR 70 Fh Dunkirk
» Datafor Al and ML training v o o o oo . e
« Regulatory compliance



CLOUD DATA ACCESS MANAGEMENT (CDAM) WITH IDMC PLATFORM

Unified Policy Enforcement, Secure Sharing, and Compliance Across Diverse Industries

SECURE DATA INGESTION & FINANCIAL GOVERNED DATA ACCESS &
POLICY APPLICATION O SECURE DELIVERY
(Policy on Load) : ﬁ (Policy on Read/Access)
HEALTHCARE A RETAIL
POL: Tokenizing

Logs & Pll

Acct Numbers &
Encrypting Pl

- Compliant Tokenized

POL: Readng ¥
Sensitive Data ‘ E’r'aA":f;,a' bate : :
- Ingestion ytics
Raw Patient POL: Masking POL: Anonymizing Anonymlzed
Records (PHI) Sensitive 10s & Customer Names, Retail Trends for
Redacting Notes | Aggregating Sales Market Analysis
IDMC Platform
(Secure Cloud Storage & CDAM Hub)
Centralized Policy Engine,
Metadata Management, Audit Logging
POL: Applying POL: Adding
Role-Based Retention Polic
l't:g:cf::ﬁg‘(::rg) Tags & Immutable
Raw Loan = 2 [ Tagged Real
Applications & ) | | | Raw Audit Trails Tamper-Evident . #a Estate Assets for
Credit Scores (& *aﬂj 2 & Regulatory Compliance Archive ‘ Secure Sharing
N Reports for Audits RN ,
BANKING % % REAL ESTATE
&

COMPLIANCE
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POL: Tokenizing
Acct Numbers &

Encrypting Pll

Compliant,
Tokenized
Financial Data
for Analytics

ﬁ POLICY ON LOAD (POL) FEATURE: F
Applying rules at ingestion

Raw Audit Trails &
Regulatory Reports

\ 4
POL: Tagging Tagged Real
Access Levels Estate Assets for
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Demo

C

LIVE DEMO

SYSTEM DEMONSTRATION
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